Update from CSAC Aug 2008

For the new UEC members (who all know me, | think) -- if not:
I'm Martin Purschke, Physics Department, PHENIX DAQ coordinator

In my free time I'm the current chairman of BNL's Cyber Security Advisory
Council (CSAC)

“The Cyber Security Advisory Council (CSAC) participates in
formulating, establishing and reviewing BNL's security policies,
plans and strategy, and advises the Information Technology
Division Manager on security and other issues.*

Most of the cyber folks are computer professionals, and have only a vague idea

what scientists do... we are all sitting in front of our windows machine doing
spreadsheets. Or?

That's where CSAC comes in. We actually have quite some power (in

suggesting as well as vetoing) things and bump critical issues up one floor
(meaning Sam, eventually, if there absolutely is no middle ground)
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Internet Access in Dorms and Apartments

Several issues have caused some consternation recently.

The Facts:

The housing areas are part of BNL. The network is provided by BNL.
Users of the network are subject to BNL's cyber rules.

Traffic from there is seen as coming from BNL. It's DOE's network.
Users sign a Computer Use Agreement.

Problems:

The network is subject to filtering rules, users got spooked by the
“Inappropriate content” message that BNL displays when the filter thinks this
IS not kosher

No hard numbers on true and false positives, lots of information is anecdotal

Team housing and family members using the internet muddle the “ownership*
of a given network hub -- who signs the CUA?



Recent Problems and Silver Linings

It Is fair to say that the Computer Use Agreement for the Dorms/Apts has taken
up a major share of meeting time for CSAC and related committees

Lots of discussions how to make the CUA least intrusive and easy to
understand/follow

That was (and Is) the status - that it is and will be the DOE/BNL network.

Then something unexpected happened — we had long written off external ISPs
as not interested, and the “Suffolk Wireless Network” as too far in the future.

Out of the blue (think: the economy), Optimum/Lightpath signalled modest
Interest in wiring the apartments and try their hand in being the external ISP
for the housing areas

It all comes down to hard dollars, if there is a business case, it might happen.
Initial talks between BNL and O/L, but please don't get your hopes up (yet).

The number of potential show-stopper issues are staggering — would there then
be only Optimum Internet? Billing? Part of the rent? The BNL Network
manager IS not so optimistic that a business case remains in the end.

But | personally consider the interest by O/L a breakthrough. We'll see.



Policy Making

 You may wonder how BNL's Cyber Rules are brokered..

* First off, there's some stuff that simply gets handed down from DOE. Non-
negotiable, we can only interpret and implement a rule so the impact is as small as
possible

* A lot of discussion before an issue goes to full-blown CSAC takes place in the
Cyber Security Policy Working Group (CSPWG).
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CSPWG & CSAC

* We were Inaugurated at a time when the DOE panicked and handed down a long

list of so-called “Technical Management Requirements” (TMRs) (which | was
speaking about about a year ago here in this forum)

 We were somewhat successful fending off the worst, and that laid the groundwork
for an effective collaboration between CS and “us”.

 \We meet every other Friday, although there are gaps

 Group Is small enough to be effective, and has all the right experts, and is open to
Interested folks

 We almost always come out with a very good solution (many things are technical
Issues)

* Policies and rules are then resented to CSAC for discussion and comments, and,
eventally, acceptance or rejection.

* In CSAC, we usually have a lively discussion; we meet each 15 Tuesday of the
month
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S In light of the DHS rules w.r.t. Laptop
ations at the border, also new UK rules

S of BNL computer seizing for suspected policy violations
ce and help for foreign travellers (the China incident)

coming next week: a VPN survey to better streamline access and improve the
security posture
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utrally-worded) survey will give us an overview what VPNs are used for
on behalf of CSAC) will send out a mail for people to participate today or Monday
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